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1. CALL TO ACTION: Meet with your Members of Congress in August

Please meet with your members of Congress during the August congressional recess and ask that they support including Medicare ambulance relief in health care reform legislation.  Please also ask your members of Congress to cosponsor the Medicare Ambulance Access Preservation Act (S. 1066) if they have not already done so.  Use the AAA Congressional Ride-Along Toolkit for guidelines and sample forms on arranging meetings with your members of Congress.  The Toolkit can be accessed on the AAA website at: http://www.the-aaa.org/capitol_hill/congressional_ridealongs.html.
All the temporary Medicare ambulance relief provisions expire at the end of this year.  This includes the 2% urban and 3% rural increases, the “super rural” bonus payment of an additional 22.6% to the base rate and the remaining partial relief from the regional fee schedule.  It is therefore critical that Congress extend Medicare ambulance relief before this happens.  The AAA is asking all ambulance service professionals to meet with their members of Congress and ask that they support including Medicare ambulance relief in health care reform legislation and, if they have not done so already, that they cosponsor the Medicare Ambulance Access Preservation Act (S. 1066).
About the Medicare Ambulance Access Preservation Act
The Medicare Ambulance Access Preservation Act (MAAPA) was introduced in the Senate by Senators Charles Schumer (D-NY), Pat Roberts (R-KS), Kent Conrad (D-ND) and Jeff Sessions (R-AL) and in the House by Congressmen Richard Neal (D-MA) and Fred Upton (R-MI).  MAAPA would provide a permanent 6% Medicare increase for transports originating in an urban or rural area and permanently extend the bonus base payment of 22.6% for transports originating in super rural areas.  If Congress does not act on Medicare ambulance relief by the end of this year, ambulance service providers will lose a minimum of 2% in urban areas, 3% in rural areas and 17% in super rural areas.  
Current Cosponsors of the MAAPA

Since our last report, Congressmen Senators Saxby Chambliss (R-GA), Johnny Isakson (R-GA) and Frank Lautenberg (D-NJ) have been officially added as cosponsors of the Medicare Ambulance Access Preservation Act (S. 1066, H.R. 2443).  Below is a list, current as of today, by state of members of Congress who have officially been added as cosponsors or who have given a commitment to cosponsor.
AL: Sen. Jeff Sessions

AR: Sen. Blanche Lincoln, Sen. Mark Pryor
CA: Rep. Devin Nunes
GA: Sen. Saxby Chambliss, Sen. Johnny Isakson
KS: Sen. Pat Roberts

LA: Sen. Mary Landrieu
ME: Sen. Susan Collins
MA: Sen. John Kerry, Rep. Richard Neal, Rep. James McGovern
MI: Sen. Debbie Stabenow, Rep. Fred Upton, Rep. Dale Kildee, Rep. Bart Stupak
MN: Sen. Amy Klobuchar

MO: Sen. Kit Bond

MT: Sen. Jon Tester

NV: Rep. Shelley Berkley
NJ: Sen. Frank Lautenberg
NY: Sen. Charles Schumer, Rep. Paul Tonko
ND: Sen. Kent Conrad, Sen. Byron Dorgan
OH: Rep. Patrick Tiberi
PA: Rep. Jim Gerlach, Rep. Tim Murphy
SC: Sen. Lindsey Graham
VT: Sen. Patrick Leahy, Sen. Bernie Sanders, Rep. Peter Welch

WA: Rep. Doc Hastings
2. CMS Issues Rule on Notification of Health Information Breach
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Headline: HHS Issues Rule Requiring Individuals Be Notified of Breaches of Their Health Information
New regulations requiring health care providers, health plans, and other entities covered by the Health Insurance Portability and Accountability Act (HIPAA) to notify individuals when their health information is breached were issued today by the U.S. Department of Health and Human Services (HHS).

These "breach notification" regulations implement provisions of the Health Information Technology for Economic and Clinical Health (HITECH) Act, passed as part of American Recovery and Reinvestment Act of 2009 (ARRA).

The regulations, developed by the HHS Office for Civil Rights (OCR), require health care providers and other HIPAA covered entities to promptly notify affected individuals of a breach, as well as the HHS Secretary and the media in cases where a breach affects more than 500 individuals.  Breaches affecting fewer than 500 individuals will be reported to the HHS Secretary on an annual basis. The regulations also require business associates of covered entities to notify the covered entity of breaches at or by the business associate.
"This new federal law ensures that covered entities and business associates are accountable to the Department and to individuals for proper safeguarding of the private information entrusted to their care. These protections will be a cornerstone of maintaining consumer trust as we move forward with meaningful use of electronic health records and electronic exchange of health information," said Robinsue Frohboese, acting director and principal deputy director of OCR.
The regulations were developed after considering public comment received in response to an April 2009 request for information and after close consultation with the Federal Trade Commission (FTC), which has issued companion breach notification regulations that apply to vendors of personal health records and certain others not covered by HIPAA.

To determine when information is "unsecured" and notification is required by the HHS and FTC rules, HHS is also issuing in the same document as the regulations an update to its guidance specifying encryption and destruction as the technologies and methodologies that render protected health information unusable, unreadable, or indecipherable to unauthorized individuals.  Entities subject to the HHS and FTC regulations that secure health information as specified by the guidance through encryption or destruction are relieved from having to notify in the event of a breach of such information.  This guidance will be updated annually.
The HHS interim final regulations are effective 30 days after publication in the Federal Register and include a 60-day public comment period.  For more information, visit the HHS Office for Civil Rights web site at http://www.hhs.gov/ocr/privacy/.

To track the progress of HHS activities related to ARRA, visit www.hhs.gov/recovery. To track all federal activities related to ARRA, visit www.recovery.gov.
3. Providers should be aware of State Security Breach Notification Requirements

By R. Michael Scarano, Jr., Esq.

Foley & Lardner LLP

The below article by Mike Scarano of Foley & Lardner was first included in the E-Update of August 12.  Now that the rule has been released, we are including the article and the table again in this issue along side the release notification by CMS.
Most ambulance providers are aware that, under new HIPAA regulations scheduled to be released under the HITECH Act next week, providers will be required to notify any affected individuals and the government in the event of a security breach which results in the unauthorized use or disclosure of unsecured protected health information.  The American Ambulance Association will provide a summary of these regulations as soon as they are issued.
Many providers are not aware, however, that most states already have their own laws requiring notification of affected individuals in the event of a security breach involving their personal information.  These laws, which exist in 44 states as well as the District of Columbia, Puerto Rico and New York City, require notification of affected individuals in the event their personal information is compromised by an incident such as a laptop theft or other loss of misappropriation.

Although these laws vary from state to state, many of them have substantial similarities.  For example, “personal information” is typically defined in many of these laws as an individual’s first name or first initial and last name in combination with any of certain specified elements such as a social security number, driver’s license number, etc.  Many of these laws only apply to breaches involving unencrypted data.  This means that by maintaining information in encrypted format, it may be possible to avoid the breach of these laws in many states.

In addition to defining the types of incidents which trigger notification, these state laws typically address the timing of disclosure; the form of the disclosure notification; and whether entities that maintain data, but do not own the data, are obligated to also comply.

A table which summarizes the laws in the jurisdictions that have such requirements can be accessed at: [INSERT LINK HERE].  The table was compiled by the Privacy, Security Information Management Practice Group at Foley & Lardner LLP.  In the event an American Ambulance Association member experiences a security breach that triggers notification requirements under any of these statutes, Mike Scarano or one of the other contact persons listed at the beginning of the table can provide further assistance and information.







