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On November 9, 2007, the Federal Trade Commission (FTC), the Office of the Comptroller of the Currency, the Board of Governors of the Federal Reserve Board, the Federal Deposit Insurance Corporation, the Office of Thrift Supervision, and the National Credit Union Administration issued joint regulations implementing Sections 114 and 315 of the Fair and Accurate Credit Transaction Act of 2003.  These regulations, commonly referred to as the “Red Flag Rules”, require financial institutions and other creditors to take certain steps to combat identify theft.  These rules apply to any financial institution or creditor that maintains “covered accounts”.

The Red Flag Rules became effective on January 1, 2008, and covered entities were required to have their written programs in place by November 1, 2008.  However, on October 22, 2008, the FTC announced that they would delay enforcement of the Red Flag Rules for an additional 6 months.  As a result, ambulance service providers that are subject to the Red Flag Rules have until May 1, 2009 to implement a written identity theft prevention program.

Definition of a “Creditor” and “Covered Accounts”
The Red Flag Rules contain a very broad definition of a “creditor”.  As defined, a “creditor” includes any person or organization that regularly extends, renews or continues credit.  FTC staff attorneys have taken the position that physicians, hospitals and other healthcare providers—including ambulance service providers—are creditors to the extent that they do not require payment in full at the time of service.  Under this expansive definition, ambulance service providers that first bill a patient’s insurance and then attempt to collect deductibles and co-insurance from a patient would be considered creditors.

To the extent an ambulance service provider is a creditor, they become subject to the Red Flag Rules if they also maintain “covered accounts”.  A “covered account” includes any continuing relationship between the creditor and a person where the creditor maintains or offers an account that either: (1) permits multiple payments or transactions in the account or (2) possesses a reasonably foreseeable risk of identify theft.  Patient accounts that permit the patient to pay in installments or to otherwise make multiple payments would likely be considered covered accounts.  In addition, patient billing accounts and/or patient medical records may fall within the second part of this definition, because of the reasonably foreseeable risk that they may be subject to identify theft.

Elements of an Identity Theft Program
To the extent you are subject to the Red Flag Rules, you will be required to implement a written “identify theft prevention program” to identify, detect and respond appropriately to patterns, practices, or other specified activities—referred to as “red flags”—that could indicate identity theft.  Your written program must include reasonable policies and procedures to address the following basic elements:

· The identification of relevant red flags, and the incorporation of those red flags into your program;

· The detection of red flags that have been incorporated into your program;

· The ability to respond appropriately to any red flags that are detected to prevent or mitigate identify theft; and,

· Periodic updates to the program, to reflect changes in the risk of possible identify theft.

The regulations do not require an organization to use any specific policy or procedure in implementing its written program.  As long as the organization complies with the basic requirements set out above, the organization has flexibility to tailor its program based on the size, nature and complexity of its operations.  Larger providers may need to have distinct compliance programs designed to address identity theft.  Smaller providers may choose to incorporate their identity theft prevention program into existing policies and procedures regarding issues of patient privacy (e.g., the HIPAA Privacy Rule and the HIPAA Security Rule).

The Red Flag Rules also contain requirements regarding the administration of your identity theft prevention program.  The initial program must be approved by the board of directors of the organization, or by an appropriate committee of the board.  In addition, the board of directors, an appropriate committee of the board, or a designated employee at the senior management level must be involved in the oversight, development, implementation and administration of your program.  Staff training is also required to ensure that the program is implemented effectively.  Lasty, you are required to have an oversight mechanism for all of your service provider agreements (including any third-party billing agreements).

Finally, you are required to conduct periodic risk assessments to determine whether you maintain or open covered accounts, which should take into consideration the methods you use to open and provide access to these accounts, as well as your previous experiences (if any) with identity theft.

Implementation Guidelines
An appendix to the final rule provides guidelines designed to assist you in formulating your identity theft prevention program.  These guidelines outline the steps that you should take in creating your program, and include:

· Identifying Relevant Red Flags – This involves examining the types of covered accounts you maintain, and seeking to identify areas where these accounts could potentially be accessed.  For ambulance service providers, covered accounts will typically include patient medical records and billing records.  Therefore, you will need to identify possible points of entry to these records, using your past experiences with identity theft (if any) as a guide.  Finally, the guidelines include several categories of red flags that should be considered for inclusion in your program, including: (1) alerts, notifications or warnings from credit rating or fraud detection services, (2) the presentation of suspicious documentation, e.g., an altered photo ID or insurance card, (3) the presence of a suspicious address change, (4) suspicious activity regarding a covered account, and/or (5) notice from the patient regarding possible identity theft.

· Detecting Red Flags – Next, you will need to identify instances where red flags are likely to be detected in connection with opening or accessing covered accounts.  For example, the presentation of a clearly altered=2 0insurance card could be a red flag, which in turn might trigger certain affirmative steps on your part to confirm the identity of the patient (e.g., requiring the production of photo ID and/or additional identifying information).  Please note that you will need to consider the impact of your state and local privacy laws.

· Steps to Prevent and Mitigate Identity Theft – You should implement policies designed to minimize the likelihood of identity theft, such as requesting the patient’s photo ID or insurance card at the time of service.  When you have reason to think an incidence of identify theft has occurred, you would need to have procedures to mitigate the potential harm to the victim.  For example, you might consider contacting the patient to inform them of suspicious activity, changing passwords to your computer systems, etc.  In the extreme, your procedures may involve notifying local law enforcement and/or the fraud prevention unit of a governmental health programs.

· Updating Your Program – Your program should be reviewed and updated on a regular basis to ensure your policies stay current with current trends in identity theft.  The person responsible for administering your program will also need to make an annual report regarding the effectiveness of your program.

The final rule implementing the Red Flag Rules can be downloaded from the Federal Register at: http://edocket.access.gpo.gov/2007/pdf/07-5453.pdf.

Additional AAA Efforts
The AAA will be providing you with additional information as the compliance date for the Red Flag Rules approaches.  We are in the process of preparing additional materials to assist you in implementing your written identity theft prevention program.  We will also be holding an audio conference on the Red Flag Rules.  These materials and audio conference will be free to AAA members.
