February 26, 2009

AAA MEMBER ADVISORY
TO:          AAA Membership

FROM:    Brian S. Werfel, Esq.

                AAA Medicare Consultant

RE:          Changes to HIPAA in Recent Federal Stimulus Bill  


On February 17, 2009, President Barack Obama signed into law the American Recovery and Reinvestment Act of 2009.  While the legislation dealt primarily with economic stimulus, Title XIII contains several important modifications to the HIPAA Privacy Rule and Security Rule.  Covered entities will need to take steps to ensure that they comply with these new requirements.  The legislation also imposed new requirements for business associates, and increased penalties for non-compliance.  


We have summarized the key changes below.  Unless a different time frame is noted, these changes will become effective on February 17, 2010.  

Notifications in the Event of a Breach 

Covered entities that hold use or disclose “unsecured PHI” will be required to notify each affected individual in the case of a breach or suspected breach.  In the case of business associates that hold, use or disclose unsecured PHI, the business associate would be required to notify the covered entity of a possible breach.  Under present law, a covered entity is not required to notify an affected individual of a possible breach, unless notice is necessary to avoid or mitigate the harm to the affected individual.  


For these purposes, “unsecured PHI” would be protected health information (PHI) that is not secured in a way that renders it inaccessible or unreadable to unauthorized individuals.  To implement this provision, the law requires HHS to issue guidance within 60 days of the passage of the stimulus bill specifying the types of technologies and methodologies that would render PHI unusable to unauthorized individuals.  HHS guidance would then be updated annually. 


A “breach” is defined as the unauthorized acquisition, access, use or disclosure of PHI which compromises the security, privacy or integrity of PHI.  A breach is considered to be “discovered” on the first day that the covered entity or its business associate knew of the breach or should reasonably have known of the breach.  Upon discovery of a breach, the party is required to notify the affected individual without unreasonably delay, but no later than 60 days after discovery of the breach.  Notice to an individual can be made by mail (or e-mail in some cases).  When you do not have accurate mailing information for an individual, you are permitted to use a substitute form of notice—which can include posting a notice on your website and/or publishing notice in a major newspaper serving the geographic area where the affected individuals are likely to reside.   The rule provides for expedited notice by telephone when the breach poses the risk of “imminent misuse”.  When the breach involves the PHI of 500 or more individuals, you would be required to provide notice to “prominent media outlets”.  


Covered entities and business associates are also required to keep a log of all breaches, which must be submitted annually to HHS.  Where a breach involves the PHI of 500 or more individuals, the law would require you to immediately notify HHS.  HHS is required to maintain a website that identifies all covered entities that have had a breach involving the PHI of 500 or more individuals.  HHS is also required to report annually to Congress on the number and nature of breaches reported to HHS, and the remedial actions taken in response to such breaches.  

To implement these provisions, HHS is required to issue interim final regulations within 180 days of the passage of the stimulus bill.  The notification requirements would go into effect 30 days after publication of the interim final regulations.  
Patient’s Right to Restrict Disclosure of PHI 


45 C.F.R. §164.522(a)(1) provides that a patient can request that a covered entity not disclose PHI under certain circumstances.  However, the covered entity is generally not required to agree to such restrictions.  The law would require a covered entity to honor a patient’s request not to disclose PHI, provided the following conditions are met:

· The disclosure is to a health care plan for payment or healthcare operations; and

· The patient elects to pay the provider out-of-pocket in full for the item or service.


NOTE: You are not required to honor a patient’s request when the disclosure of PHI is being made for treatment purposes.  

Creation of New Standard for “Minimum Necessary”

Where HIPAA permits a disclosure of PHI, you generally must use reasonable efforts to limit the disclosure to the minimum necessary to accomplish the intended purpose of the disclosure.  The law would require HHS to issue guidance within 18 months of the passage of the stimulus bill as to what constitutes the “minimum necessary” for these purposes.


NOTE: This provision does not affect the existing exceptions to the “minimum necessary” standard, including the exception for disclosures related to treatment purposes, nor does it apply to so-called “de-identified health information”.   

Patient’s Right to an Accounting 

Under current law, a patient has the right to receive an accounting of certain disclosures of PHI during the preceding 6 years.  However, the right to an accounting does not currently apply to disclosures made for payment, treatment or health care operations purposes (so-called “PTO” purposes).  


The law would give patient’s the right to an accounting of any disclosures of PHI that is maintained as part of an electronic health care record, even where the disclosure was made for the covered entities PTO purposes.  However, the accounting would be limited to 3 years prior to the date of the request.  To implement this provision, HHS is required to issue guidance regarding the types of disclosures that must be included in an accounting.  When an accounting is permitted under this new section, you would be permitted to charge a reasonable fee.  

For covered entities that already maintain electronic health records, the new accounting requirement would go into effect on January 1, 2014.  For covered entities that do not already maintain electronic health records, these requirements would go into effect on the later of: (1) January 1, 2011 or (2) the date on which the covered entity acquires an electronic health record.  HHS has the right to further delay these effective dates.  

Review of Definition of “Health Care Operations”


The law requires HHS to review the current definition of ‘health care operations”, in order to eliminate certain activities that HHS believes can be reasonably and efficiently conducted through the use of de-identified health information.  HHS is also instructed to examine whether a patient’s authorization should be required for certain activities that are currently exempted.  These regulations are to be issued within 18 months of the passage of the stimulus bill.  

Prohibition on Sale of PHI

The law would prohibit the sale or exchange of PHI, unless you obtain the patient’s written consent.  This restriction is broadly worded, and covers any direct or indirect remuneration received in exchange for a patient’s PHI.  However, there are a number of exceptions to the general prohibition, including exchanges of PHI for research or public health purposes, for treatment or health care operations purposes, payments from a covered entity to a business associate for services provided under a valid business associates agreement, and fees charged to a patient for providing a copy of their PHI.

HHS is required to issue regulations implementing this provision within 18 months of the passage of the stimulus bill.  These restrictions will become effective 6 months after the publication of the final regulations.
Patient Access to Electronic Health Records


The law would give patients the right to obtain a copy of any PHI maintained in an electronic health record.  When this provision applies, you would be obligated to provide the information in an electronic format.  
Security Rule Provisions Made Applicable to Business Associates



The law makes certain aspects of the HIPAA Security Rule directly applicable to your business associates.  A “business associate” is any person or entity that performs activities on your behalf that involves the use of Protected Health Information (PHI).  Business associates can include a third-party billing agent, a software vendor, an outside compliance officer, an outside Medical Director, and certain professional advisors (e.g., attorneys, accountants, etc.).  


The four sections of the Security Rule that will now apply directly to business associates will be: 

· The adoption of administrative safeguards on the use of electronic PHI (45 C.F.R. §164.308).

· The adoption of physical safeguards against unauthorized access to electronic PHI (45 C.F.R. §164.310).

· The adoption of technical safeguards to limit access to electronic PHI only to authorized personnel (45 C.F.R. §164.312).

· The adoption of reasonable and appropriate policies and procedures to comply with the implementation and documentation requirements of the Security Rule (45 C.F.R. §164.316).


Business associates would be required to comply with these provisions in the same manner as covered entities, and would be subject to the same penalties in the event of a violation.  HHS will be required to publish annual guidance on the most effective and appropriate technical safeguards for use in complying with the HIPAA Security Rule.  

Privacy Rule Provisions Made Applicable to Business Associates


Existing regulations require a business associate agreement to define what would be considered permitted uses of PHI by the business associate.  The law would impose a legal obligation on the business associate (over and above the existing contractual obligation) to use or disclose PHI only in accordance with the terms of their business associate agreement and applicable law.  In effect, the restrictions on the use and disclosure of PHI would now apply to business associates with the same force and effect as applies to the covered entity, and business associates would be subject to the same penalties in the event of a violation.    


Currently, covered entities are required to monitor the compliance of their business associates.  The law would impose a similar obligation on business associates, i.e., where a business associate knows of a pattern of activity or practice by the covered entity that constitutes a breach of the contract, the business associate would now be obligated to take reasonable steps to end the violation.  If they can not stop the violation, they may be required to terminate the contract or notify HHS.  

Requirement to Update Business Associate Agreements 


The law would require you to update your business associate agreements to incorporate each of the new requirements imposed your business associates.
Requirement for Business Associate Agreement for Entities Providing Data Transmission of PHI


The law would require you to enter into business associate agreements with any entity that provides data transmission of PHI to you or your business associates.  This requirement would also apply to vendors that contract with you to allow you to offer PHI to patients as part of the vendor’s electronic health records.  Examples of the types of entities affected by this provision include health information exchange organizations, certain health care clearinghouses, e-prescribing gateways, etc.  
Notification Requirement for Vendors and Other Non-HIPAA Covered Entities


The law would require vendors of PHI and certain other non-covered entities to notify certain affected individuals in the event of a breach.  Specifically, these entities would be required to notify all affected citizens or residents of the United States, as well as the Federal Trade Commission (FTC).  Third-party service providers that provide services to vendors of PHI would be required to notify the vendor in the event of a breach.  Violations of this requirement would be treated as unfair and deceptive acts or practices under the Federal Trade Commission Act.  The FTC will publish interim final regulations implementing this provision within 18 months of the passage of the stimulus bill.  The notification requirements will become effective 30 days after the publication of the interim final regulations.  


Restrictions on Marketing

The law would tighten restrictions on the use of PHI as part of your marketing activities.  Communications would not be permitted unless:
· the communication was about a health care item or service that was previously provided to the recipient; 

· the communication was made by the covered entity (or a business associate acting on the covered entity’s behalf) and you obtained the recipient’s consent. 
Education Regarding Health Information Privacy


Within 6 months of the passage of the stimulus bill, HHS must designate one person within each Regional Office to act as the point person for HIPAA.  This person would be responsible for offering guidance to covered entities, business associates and individuals on their rights and responsibilities under the Privacy Rule and Security Rule.


No later than February 17, 2010, the HHS Office of Civil Rights must implement a national education initiative to enhance public transparency regarding the uses of PHI. One focus of this program will be to educate individuals about the potential uses of their PHI.  

Penalties and Enforcement


The law amends Section 1177(a) of the Social Security Act to make clear that obtaining or disclosing PHI from a covered entity without authorization is an offense for which criminal penalties may be imposed.  

The law also provides for increased enforcement and higher penalties for violations:
· HHS would be required to investigate and impose penalties for violations due to “willful neglect”.  HHS is required to publish regulations implementing these increased penalties within 18 months of the passage of the stimulus bill.  The increased penalties shall be effective for penalties imposed on or after February 17, 2011. 

· The law would require that civil monetary penalties and settlements collected for violations be transferred to the HHS Office of Civil Rights to be used to fund enforcement of the HIPAA Privacy and Security Rules.  HHS must publish regulations setting forth a method by which a percentage of civil monetary penalties can be distributed to victims by February 17, 2012.  

· Under current law, penalties are limited to $100 per violation, up to a maximum of $25,000 during a calendar year.  These penalties will rise to up to $50,000 for violations due to willful neglect.  The increased penalties will apply to violations on or after February 17, 2009.  
· State Attorneys General will be given the authority to bring enforcement actions in federal district court, either to prevent future violations or to recoup damages on behalf of residents of the state that were harmed by a prior violation.  In these cases, damages would be limited to $100 per violation, up to a maximum of $25,000 per year for all violations of the same requirement.  A State Attorney General can also seek attorney fees.  
Compliance Audits


The legislation requires HHS to conduct periodic audits to ensure that covered entities and their business associates comply with HIPAA privacy and security requirements.  
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